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NORTHERN INYO HEALTHCARE DISTRICT
One Team. One Goal. Your Health.

AGENDA
NORTHERN INYO HEALTHCARE DISTRICT
BOARD OF DIRECTORS REGULAR MEETING

August 16, 2023 at 5:30 p.m.

Northern Inyo Healthcare District invites you to join this meeting:

TO CONNECT VIA ZOOM: (A link is also available on the NIHD Website)
https://zoom.us/j/213497015?pwd=TDIWXRUWJE4T1Y2YVFWbnF2aGk5UT09
Meeting ID: 213 497 015

Password: 608092

PHONE CONNECTION:
888 475 4499 US Toll-free
877 853 5257 US Toll-free
Meeting ID: 213 497 015

The Board is again meeting in person at 2957 Birch Street Bishop, CA 93514. Members of the public will be allowed to
attend in person or via zoom. Public comments can be made in person or via zoom.

1. Call to Order (at 5:30 pm).

2. Public Comment: The purpose of public comment is to allow members of the public to address the Board
of Directors. Public comments shall be received at the beginning of the meeting and are limited to three
(3) minutes per speaker, with a total time limit of thirty (30) minutes for all public comment unless

otherwise modified by the Chair. Speaking time may not be granted and/or loaned to another individual for
purposes of extending available speaking time unless arrangements have been made in advance for a large
group of speakers to have a spokesperson speak on their behalf. Comments must be kept brief and non-
repetitive. The general Public Comment portion of the meeting allows the public to address any item
within the jurisdiction of the Board of Directors on matters not appearing on the agenda. Public comments
on agenda items should be made at the time each item is considered.

3. New Business:
A. Ad Hoc Committee Reports (Board will provide this information)
a. Governance (Jean Turner)
b. HR (Mary Mae Kilpatrick)
c. Finance (Melissa Best-Baker)

d. Compliance (Jody Veenker)
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5.

6.

7.

B. Chief Executive Officer Report (Board will receive this report)
a. Foundation Report
b. New Chief Medical Officer — Dr. Adam Hawkins
C. Chief Financial Officer Report
a. Financial & Statistical Reports (Board will consider the approval of these reports)
b. TAG Update (Board will receive this report)
Revenue Cycle Report, Interim CEO Stephen DelRossi (Board will receive this report)
Security Report, Bryan Harper (Board will receive this report)
Disaster Plan Manual, Bryan Harper (Board will consider the approval of this manual)
BUSD and NIHD MOU for Bronco Clinic (Board will consider the approval of this MOU)

® mm o

Chief of Staff Report, Sierra Bourne MD:
A. Policies (Board will consider the approval of these Policies and Procedures)
a. Medical Ethics Referrals and Consultation
b. Medical Records Delinquency Policy
c. Medical Staff History & Physical (H&P) Policy

B. Medical Executive Committee Report (Board will receive this report)

Consent Agenda
All matters listed under the consent agenda are considered routine
and will be enacted by one motion unless any member of the
Board wishes to remove an item for discussion.
Approval of minutes of the July 17, 2023 Special Board Meeting (Board will consider the approval of these
minutes)
Approval of Policies and Procedures — Biennial Review, no changes required (Board will consider the

approval of these Policies and Procedures)

a. Attendance at Meetings

b. NIHD Board Meeting Minutes

c. NIHD Board Meeting / Brown Act Compliance

d. Officers and Committees of the Board of Directors

Requests for Public Funds, Community Grants, Sponsorships
f.  Use by NIHD Directors of District Email Accounts

Reports from Board Members (Board will provide this information)

8/8/2023, 1:13 PM
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8. Adjournment

In compliance with the Americans with Disabilities Act, if you require special accommodations to participate in a
District Board meeting, please contact administration at (760) 873-2838 at least 48 hours prior to the meeting.

8/8/2023, 1:13 PM
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NIH Foundation
Budget - FY 2023

Grateful Patient - 2023-09

INCOME $30,000.00
EXPENSE $10,000.00
TOTAL FUNDRAISING $20,000.00

Grateful Patient - 2024-03

Item Income Expense Difference
Mailing $3,000.00 $1,500.00 $1,500.00
Total $3,000.00 $1,500.00 $1,500.00

Fall Fundraiser - 2023-10

Item Income Expense Difference
Mixer Event $8,000.00 $3,000.00 $5,000.00
Total $8,000.00 $3,000.00 $5,000.00

Item Income Expense Difference
Mailing $3,000.00 $1,500.00 $1,500.00
Total $3,000.00 $1,500.00 $1,500.00

Grateful Patient - 2024-06

Grateful Patient - 2023-12

Item Income Expense Difference
Mailing $3,000.00 $1,500.00 $1,500.00
Total $3,000.00 $1,500.00 $1,500.00

Annual Donor Direct Mall - 2024

Item Income Expense Difference
Mailing $3,000.00 $1,500.00 $1,500.00
Total $3,000.00 $1,500.00 $1,500.00

Item Income Expense Difference
Annual Appeal $10,000.00 $1,000.00 $9,000.00
Total $10,000.00 $1,000.00 $9,000.00
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Northern Inyo Healthcare District
Income Statement
Fiscal Year 2023

Gross Patient Service Revenue
Inpatient Patient Revenue
Outpatient Revenue

Clinic Revenue

Gross Patient Service Revenue
Deductions from Revenue
Contractual Adjustments

Bad Debt

A/R Writeoffs

Other Deductions from Revenue
Deductions from Revenue

Other Patient Revenue
Incentive Income

Other Oper Rev - Rehab Thera Serv
Medical Office Net Revenue
Other Patient Revenue

Net Patient Service Revenue

Cost of Services - Direct
Salaries and Wages
Benefits

Professional Fees
Contract Labor

Pharmacy

Medical Supplies

Hospice Operations

EHR System Expense
Other Direct Expenses
Total Cost of Services - Direct

General and Administrative Overhead
Salaries and Wages

Benefits

Professional Fees

Contract Labor

Depreciation and Amortization

Other Administative Expenses

Total General and Administrative Overhead
Total Expenses

Financing Expense

Financing Income

Investment Income

Miscellaneous Income

Net Income (Change is Financial Position)
Operating Income

7/31/2022 7/31/2021  8/31/2022 8/31/2021  9/30/2022 9/30/2021  10/31/2022 10/31/2021 11/30/2022 11/30/2021 12/31/2022 12/31/2021  1/31/2023 1/31/2022  2/28/2023
3,986,305 2,774,294  3,395933 2,563,061 1,938,350 3,193,923 2,813,064 3,361,605 3,474,955 3,958,181 3,417,547 2,404,683 3,898,882 3,708,290 2,545,535
11,474,649 11,563,898 12,619,549 10,530,380 11,643,340 10,677,079 12,337,627 10,581,296 12,582,796 10,120,970 11,309,707 11,882,529 11,943,811 8,803,380 11,030,636
1,112,050 1,074,051 1,281,637  1,155594 1,298,041 1126962 1,312,937 1,206,362 1,616,268 1,137,285 1,602,344 1,136,568 1,552,193 1,448,892 1,266,634
16,573,004 15,412,242 17,297,119 14,249,034 14,879,730 14,997,964 16,463,628 15,149,263 17,674,019 15,216,437 16,329,598 15,423,780 17,394,886 13,960,561 14,842,805
(6,172,708)  (4,886,114) (7,321,120) (6,636,885) (6,082,559) (6,880,919) (9,137,803) (7,559,945) (8,553,896) (7,207,126) (8,204,159)  (7,224,448)  (7,536,311)  (6,081,113)  (6,829,397)
(1,834,762) (1,956,168)  (831,081)  (524,864) (1,268,812)  (120,841) 589,809 115,976 (134,138)  (132,762) (2,354,124)  (266,596)  (687,018)  (599,855) (1,387,069)
(378,045) (6,801)  (717,468)  (138,222)  (739,907) (70,088)  (325,216) (73,605)  (338,106)  (181,117) (344,283)  (286,045)  (380,030)  (211,549)  (234,813)
497,912 67,000 (67,000) 67,000 = 67,000 950 67,000 17,166 67,000 410 91,038 s 91,039 s
(7,887,603) (6,782,083) (8,936,670) (7,232,972) (8,091,278) (7,004,848) (8,872,259) (7,450,574) (9,008,974) (7,454,005)  (10,902,156) (7,686,051) (8,603,358) (6,801,478) (8,451,279)
= 34,766 = (35,500) = 665 = 24,456 = 1,619 = 10 = (24,026) =
5,303 17,014 4,367 18,560 4,346 13,352 10,361 15,820 7,875 15,908 3,545 2,625 566 8,388 1,660
5,303 51,780 4,367 (16,940) 4,346 14,017 10,361 40,275 7,875 17,528 3,545 2,635 566 (15,638) 1,660
8,690,703 8,681,939 8,364,816 6,999,123 6,792,798 8,007,133 7,601,730 7,738,965 8,672,921 7,779,959 5,430,987 7,740,364 8,792,094 7,143,445 6,393,187
2,175,027 2,138,510 2,269,022 2,212,918  2,195439 2,099,073 2,179,142 2,131,194 2,262,511 2,303,918 2,158,750 2,726,796  2,338917 2,346,958 1,959,005
2,008,070 1,618,760 1,759,698 1635349 1,801,034 1,795,655 1,669,695 1,801,576 1,754,398 2,059,894 1,064,181 2,085,215 1,867,561 2,199,930 1,681,176
1,381,538 1,415,923 1,438,889 1,354,663 1,650,775 1,487,469 1,797,498 1,766,505 1,963,643 1,340,719 1,652,265 1,388,736 1,652,745 1,452,179 1,942,950
655,016 455,352 622,813 541,517 1,451,288 491,195 1,024,423 527,022 1,493,476 449,716 (20,338) 434,773 1,001,828 865,229 219,870
211,326 274,517 671,932 354,714 54,166 344,942 136,557 405,802 596,330 392,006 268,920 380,870 360,384 286,978 327,171
315,752 277,812 290,221 255,157 578,033 358,049 366,356 369,855 474,348 451,788 448,838 497,972 476,757 184,989 203,442
107,979 112,267 230,353 114,869 220,408 132,491 183,047 112,342 146,908 108,392 54,304 115,958 126,194 119,346 138,908
546,374 589,703 667,228 544,051 808,934 585,893 572,765 689,732 793,341 618,316 471,021 679,861 598,990 643,886 531,119
7,401,082 6,882,843 7,950,156 7,013,237 8,760,076 7,294,767 7,929,482 7,804,027 9,485,455 7,724,749 6,097,940 8,310,179 8423377 8,099,494 7,003,641
360,265 319,290 365,276 323,708 370,478 319,740 381,872 305,823 373,439 355,039 373,193 412,400 401,590 361,734 368,344
356,264 283,420 312,157 299,665 316,570 312,500 1,160,994 243,511 302,169 322,152 (788,291) 382,695 262,752 335,529 272,374
535,217 342,533 190,076 351,845 318,029 177,703 265,196 194,953 274,630 188,260 191,161 360,435 291,948 225,696 278,757
30,218 78,500 52,224 69,031 92,958 44,534 57,021 87,853 156,142 111,853 (102,132) 102,071 (25,859) 103,502 27,901
318,087 370,335 332,153 358,995 334,828 347,178 362,317 358,655 346,018 347,192 340,523 369,148 342,452 334,665 344,315
79,314 234,811 164,310 117,308 199,538 140,164 119,767 134,758 314,165 154,566 152,489 190,884 191,302 158,172 172,710
1,679,363 1,628,889 1,416,196 1520552 1,632,402 1,341,820 2,347,167  1,325552 1,766,564 1,479,063 166,944 1,817,634 1,464,185 1,519,298 1,464,400
9,080,446 8,511,732 9,366,352 8,533,790 10,392,477 8,636,587 10,276,649 9,129,578 11,252,019 9,203,811 6,264,884 10,127,813 9,887,562 9,618,792 8,468,041
183,196 179,672 182,350 179,585 180,796 176,035 182,190 138,640 178,894 136,649 183,171 101,007 180,418 227,252 172,904
64,203 173,785 431,229 173,785 247,716 173,785 247,716 173,785 247,716 173,785 247,716 173,785 247,716 173,785 247,716
74,115 23,766 23,389 16,876 (18,154) 20,534 99,582 20,443 16,704 16,045 50,390 27,865 124,884 6,662 41,183
484,508 499,440 (364,949) 1,105,828 146,486 9,508,790 10,519 384,016 68,632 407,081 2,271,115 2,688,686 485,200 844,798 1,810,358
49,388 687,526 (1,094,218)  (417,762) (3,404,427) 8,897,620  (2,499,292)  (951,010) (2,424,941) _ (963,590) 1,552,152 401,879 (418,086) (1,677,354) _ (148,502)
(389,742) 170,207 (1,001,537) (1,534,666) (3,599,679)  (629,454) (2,674,919) (1,390,614) (2,579,099) (1,423,852) (833,897) (2,387,449) (1,095,469) (2,475,347)  (2,074,854)
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Northern Inyo Healthcare District
Income Statement
Fiscal Year 2023

Gross Patient Service Revenue
Inpatient Patient Revenue
Outpatient Revenue

Clinic Revenue

Gross Patient Service Revenue
Deductions from Revenue
Contractual Adjustments

Bad Debt

A/R Writeoffs

Other Deductions from Revenue
Deductions from Revenue

Other Patient Revenue
Incentive Income

Other Oper Rev - Rehab Thera Serv
Medical Office Net Revenue
Other Patient Revenue

Net Patient Service Revenue

Cost of Services - Direct
Salaries and Wages
Benefits

Professional Fees
Contract Labor

Pharmacy

Medical Supplies

Hospice Operations

EHR System Expense
Other Direct Expenses
Total Cost of Services - Direct

General and Administrative Overhead

Salaries and Wages

Benefits

Professional Fees

Contract Labor

Depreciation and Amortization
Other Administative Expenses

Total General and Administrative Overhead

Total Expenses

Financing Expense
Financing Income
Investment Income
Miscellaneous Income

Net Income (Change is Financial Position)

Operating Income

2/28/2022 3/31/2023 3/31/2022  4/30/2023 4/30/2022 5/31/2023 5/31/2022 6/30/2023 6/30/2022 2023 YTD 2022 YTD
2,908,927 3,633,689 3,231,022 2295049 2,950,716 3,261,629 4,083,934 2,123,257 2,987,037 36,784,193 38,125,673
8,539,211 12,610,463 11,061,511 12,236,228 11,801,078 13,355,732 12,009,784 12,723,066 11,789,931 145,867,603 129,361,046
1,067,009 1,550,929 1,246,889 1,390,394 1,250,044 1,526,050 1,264,841 1,443,993 1,292,210 16,953,471 14,406,706

12,515,147 17,795,080 15,539,422 15,921,672 16,001,838 18,143,411 17,358560 16,290,316 16,069,178 199,605,267 181,893,425

(5,364,554)  (9,900,790) (6,807,575) (8,452,990) (7,317,362)  (8,271,575) (8,244,588)  (7,565,721) (11,035027)  (94,029,030) (85,245,656)
(1,071,017) 525913  (1,307,312)  (240,320) (1,288,758)  (1,264,180)  (717,209)  (2,498,013)  (1,712,866)  (11,383,795)  (9,582,273)
(417,884) (721,088)  (362,354)  (450,123)  (611,004) (245,437)  (362,952) (265,508) (314,527) (5,140,023)  (3,036,147)
1,910,955 38 67,000 (637,163) 2,121,000 = 399,000 s 2,811,577 (187,687) 7,826,609
(4,942,500) (10,095,928) (8,410,241) (9,780,597) (7,096,123)  (9,781,192) (8,925,748) (10,329,242) (10,250,844) (110,740,535) (90,037,467)
(16) = - = - = - - - = 1,974
11,929 5,396 (10,570) 1,029 (12,701) 696 57,940 = 10,364 45,144 148,629
11,913 5,396 (10,570) 1,029 (12,701) 696 57,940 = 10,364 45,144 150,603
7,584,561 7,704,549 7,118,611 6,142,104 8,893,013 8,362,915 8,490,752 5961074 5,828,698 88,909,877 92,006,561
2,047,905 2,511,015 2,305,644 2,962,848 2,108,120 2,543,864 2,403,672 4,693,942 2,130,467 30,249,481 26,955,174
1,799,225 1,831,123 1,750,987 1,865,932 1,630,456 1,780,302 1,813,625 1,776,252 (3,132,943) 20,859,423 17,057,727
1,498,674 1,716,884 1,493,507 1,923,375 1,432,688 1,615,480 1,746,507 1,814,698 1,992,928 20,550,740 18,370,498
971,010 788,024 976,833 500,915 783,328 758,950 950,945 729,261 1,549,007 9,225,525 8,995,926
362,249 333,474 330,943 225,543 368,587 (96,169) 292,996 781,308 499,818 3,870,941 4,294,421
159,263 485,465 244,786 466,422 370,285 323,953 343,886  (1,766,340) 866,075 2,663,747 4,379,917
112,757 160,195 148,178 147,652 126,124 330,555 122,781 435,979 411,023 2,282,482 1,736,527
646,224 651,545 655,135 530,520 368,774 495,063 650,384 520,929 1,167,346 7,187,830 7,839,306
7,597,308 8,477,724 7,906,014 8,623,208 7,188,362 7,751,998 8,324,795 8,986,029 5,483,720 96,890,168 89,629,495
334,386 458,763 363,951 520,721 344,920 426,210 355,219 797,424 300,827 5,197,574 4,097,538
310,036 2,870,040 310,978 367,789 366,397 223,735 343,418 297,368 3,983,905 5,953,921 7,494,207
198,574 260,367 159,404 403,951 443,120 525,104 124,351 634,797 184,735 4,169,234 2,951,610
95,420 27,375 116,407 21,225 68,926 62,613 83,737 74,020 124,669 473,705 1,086,503
298,932 341,803 331,373 340,467 329,978 344,450 341,988 339,325 346,201 4,086,740 4,134,640
157,128 163,294 163,160 182,836 208,881 202,135 138,354 140,594 491,990 2,082,454 2,290,176
1,394,976 4,121,641 1445273 1,836,989 1,762,222 1,784,248 1,387,068 2,283,528 5,432,328 21,963,628 22,054,674
8,992,284 12,599,365 9,351,287 10,460,197 8,950,584 9,536,246 9,711,863 11,269,558 10,916,047 118,853,796 111,684,169
472,448 180,509 218,276 178,979 204,403 183,480 210,496 182,548 358,369 2,169,434 2,602,830
148,687 247,716 173,785 247,716 173,785 247,716 173,785 247,716 1,313,294 2,972,589 3,199,828
4,964 40,992 (1,624) 158,772 39,227 56,107 2,912 58,185 8,101 726,149 185,770
856,972 5,590,718 1,871,757 236,130 823,579 137,633 931,497 153,540  (2,030,176) 11,029,889 17,892,269
(869,548) 804,101 (407,035)  (3,854,455) 774,617 (915,356)  (323,414)  (5,031,592)  (6,154,500)  (17,384,726)  (1,002,571)
(1,407,724)  (4,894,817) (2,232,677) (4,318,093) (57,571)  (1,173,331) (1,221,111)  (5,308,483)  (5,087,350)  (29,943,919) (19,677,607

Comments

5,491,366
2,073,621

190,207
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Northern Inyo Healthcare District
Balance Sheet
Fiscal Year 2023

Assets
Current Assets
Cash and Liquid Capital
Short Term Investments
PMA Partnership

Accounts Receivable, Net of Allowance

Other Receivables
Inventory
Prepaid Expenses

Total Current Assets

Assets Limited as to Use

Internally Designated for Capital Acquisitions

Short Term - Restricted
Limited Use Assets

LAIF - DC Pension Board Restricted

Other Patient Revenue
PEPRA - Deferred Outflows
PEPRA Pension
Total Limited Use Assets
Revenue Bonds Held by a Trustee
Total Assets Limited as to Use
Long Term Assets
Long Term Investment
Fixed Assets, Net of Depreciation
Total Long Term Assets
Total Assets
Liabilities
Current Liabilities

Current Maturities of Long-Term Debt

Accounts Payable
Accrued Payroll and Related
Accrued Interest and Sales Tax
Notes Payable
Unearned Revenue
Due to 3rd Party Payors
Due to Specific Purpose Funds
Other Deferred Credits - Pension
Total Current Liabilities
Long Term Liabilities
Long Term Debt
Bond Premium
Accreted Interest
Other Non-Current Liability - Pension
Total Long Term Liabilities
Suspense Liabilties
Uncategorized Liabilties
Total Liabilities
Fund Balance
Fund Balance
Temporarily Restricted
Net Income
Total Fund Balance
Liabilities + Fund Balance
(Decline)/Gain

Prior Year Balances  June2023  June 2022
9,223,997 19,390,555 9,223,997
26,808,421 10,497,077 26,808,421
21,729,704 9351,360 21,729,704
3,102,882 5711,717 3,102,882
3145539 5,159,474 3,145,539
942,007 1,694,180 942,007
64,952,549 51,804,362 64,952,549
1,953,496 1,466,355 1,953,496
639,041 798,218 639,041
19,296,858 19,206,858 19,296,858
19,935,899 20,095,076 19,935,899
1,111,723 1,078,189 1,111,723
23,001,118 22,639,619 23,001,118
2,274,315 2,767,655 2,274,315
77,085,263 77,430,543 77,085,263
79,359,579 80,198,197 79,359,579
167,313,246 154,642,179 167,313,246
2,606,169 822,049 2,606,169
6250898 7,768,116 6,250,898
5337975 10,634,804  5337,975
99,832 93,155 99,832
2,133,708 1,633,671 2,133,708
2,394,847 (4582) 2,394,847
1,124,159 693,247 1,124,159
2,146,080 2,146,080 2,146,080
22,093,667 23,786,581 22,093,667
33,455,947 33455530 33,455,947
240,908 203,263 240,908
16725130 17,123,745 16,725,130
47,950,740 50,366,473 47,950,740
98,372,724 101,149,011 98,372,724
425,933 649,721 425,933
120,802,324 _ 125,585,313 120,892,324
44,833,877 43,831,306 44,833,877
2,589,615 2,610,286 2,589,615
(1,002,571)  (17,384,726) _ (1,002,571)
46,420,922 866 46,420,922
313,246 167,313,246

633,135

(8,236,504)
|

Comments

(6,144,786)
(4.86)
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Il NORTHERN INYO HEALTHCARE DISTRICT

One Team. One Goal. Your Healih.

2023 PENETRATION TEST

CYBERSECURITY
tXeCUTIVE PRESENTATION

4 | 1
Y /s | | J
vy ‘ ‘ ‘ ) |
y ‘ “ ”“.“



TABLE OF
CONTENTS

Stern
XA/ Security

01

02

Background

Risk

03

04

Findings

Summary

2023

02



BACKGROUND

2023 Penetration Test

EXTERNAL
PENETRATION
TEST

ooooooooooooooooooo

INTERNAL
PENETRATION
TEST

REPORT

REMEDIATION

2023

Attacks are launched from the internet.
Simulates an external attacker.

Attacks are launched from inside the
network via an on-site laptop. Simulate
a compromise on the internal network
(ex. successful phishing or malware)

Results are compiled into a
comprehensive report

Vulnerabilities are resolved. This often
occurs during the testing if major
issues are discovered.
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RISK 2023

Average Cost of a Breach
Measured in US$ millions
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Source: Ponemon Institute, 2022
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2023

EXTERNAL
FINDINGS

Primary External Findings Include:

No major external L . .

Outdated Encryption Protocols in
Use

HTTP Header Discloses Internal IP
Address

VERY LOW

/‘:—ﬁ Stern
«@ Security
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INTERNAL
FINDINGS

Major internal
findings in 2023

/‘:—ﬁ Stern
«@ Security

™

Primary Internal Findings Include:

Share Files Contain Sensitive
Information

Unencrypted PHI/PIl in SQL
Databases

Unsupported Software / Missing
Patches

Risk Rating

VERY HIGH

VERY HIGH

07



2023

DISCOVERED
FINDINGS

By Risk Level and Date of
Test

Vulnerabilites Discovered

B VERY HIGH

# of Vulnerabilites by Risk Level

B HIGH
OMODERATE
mLOW

@ VERY LOW
mTOTAL

05/2020 11/2021 06/2023
Date of Test

Stern
" Security
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2023

SUMMARY

Strong External Security
k The security posture continues to

improve

= % o Solid Internal Security
Improvement

1T

'Y\ /AN

AR (] A
Despite having only one dedicated
security employee, year after year,
NIHD continues to improve its internal
security posture.




THANK YOU

A=A Stern
N2¢ Security




NIHD

Northern Inyo Healthcare District

Cyber Security Incident Response Manual (CSIRM)
&

Disaster Recovery & Planning (DRP)

BEFORE
ATTACK:

PREPARE

DURING
ATTACK:

DETECT

AFTER
ATTACK:
RESPOND

REV 1.0

Last Update: 04/2023
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Hospital Cyber Security Incident Plan

Introduction:

The purpose of this plan is to establish the procedures for managing cyber security incidents that may affect the hospital's
information technology systems, staff, patients, and visitors. The plan outlines the roles and responsibilities of hospital
staff, communication protocols, and incident response procedures.

Identification of potential cyber security incidents:
The following cyber security incidents are considered most likely to occur in our hospital's environment:

e Unauthorized access to patient records or other confidential information
e Ransomware attacks or other malware infections

e Denial of service attacks on hospital systems or networks

e Social engineering attacks, such as phishing scams

Roles and Responsibilities:
The hospital incident response team (IRT) will be activated in the event of a cyber security incident. The following roles
and responsibilities will be assigned:

e Incident commander: Responsible for overall management of the incident response team.

e  Cyber security officer: Responsible for identifying and mitigating the cyber security incident.

e Communications coordinator: Responsible for communicating with internal and external stakeholders, including
staff, patients, families, media, and law enforcement.

s Technical support: Responsible for providing technical support and expertise to the incident response team.

e Legal and compliance representative: Responsible for ensuring compliance with legal and regulatory
requirements.

Communication protocols:
Communication protocols will be established to ensure timely and accurate information is shared with internal and

external stakeholders. The following communication protocols will be used:

o  All staff must report suspected or actual cyber security incidents to the hospital's incident response team.
e Incident response team members will communicate via secure channels, such as encrypted email or secure

messaging platforms.
e Communications with external stakeholders will be coordinated by the communications coordinator.

Incident response procedures:
The following incident response procedures will be followed in the event of a cyber security incident:

e Initial assessment: The incident response team will assess the scope and severity of the cyber security incident.

o Containment: The incident response team will take immediate action to contain the incident and prevent further
damage.

s Investigation: The incident response team will conduct a thorough investigation of the cyber security incident to
determine the cause and extent of the breach.

s  Mitigation: The incident response team will take appropriate steps to mitigate the cyber security incident, such as
removing malware, restoring backups, or implementing additional security measures.

e Recovery: The incident response team will work to restore normal operations as quickly as possible.

»  Post-incident analysis: The incident response team will conduct a post-incident analysis to identify areas for
improvement and update the hospital's cyber security incident plan accordingly.

Conclusion:
This hospital cyber security incident plan is intended to guide the hospital's response to cyber security incidents and
ensure the safety of our patients, staff, and visitors. It will be regularly reviewed and updated to ensure its effectiveness in

addressing evolving cyber threats.
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Important steps to take in cyber attack

e  Activate the Incident Response Team (IRT): This involves quickly assembling a team of experts who will lead the
response efforts, coordinate communication, and ensure that the incident is contained and resolved as quickly as
possible.

e |dentify and contain the incident: This involves identifying the scope and severity of the incident and taking steps
to contain it, such as disconnecting affected systems or disabling user accounts to prevent further damage.

e  Preserve evidence: It's important to preserve evidence of the incident, such as system logs, network traffic data,
and user activity, to help identify the source and nature of the incident.

e Investigate the incident: The IRT should conduct a thorough investigation of the incident to determine how it
happened, what systems or data were affected, and what actions were taken by the attackers.

e Communicate with stakeholders: Communication is critical during a cyber incident. The IRT should communicate
with stakeholders, such as management, employees, customers, vendors, and regulatory bodies, to provide
updates on the incident and how it is being addressed.

e Remediate the incident: The IRT should take steps to remediate the incident, such as restoring affected systems
or data, applying patches or upgrades to address vulnerabilities, and implementing new security controls to
prevent similar incidents from occurring in the future.

@ Review and improve incident response procedures: After the incident is resolved, it's important to review the

incident response procedures to identify any gaps or areas for improvement and update the procedures
accordingly to be better prepared for future incidents.
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