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NOTICE:

The information that follows in this presentation is 

preliminary and is not fully validated or finalized. Engineers 

and managers are still in the process of analyzing this 

information and preparing findings.  It is presented in its 

rough draft state and may be significantly modified prior to 

the publication of the final report or an official out-brief.

This RPT is not an audit.  The services provided only 

demonstrates what actions an adversary could accomplish 

within the timeframe of the assessment.
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Agenda

 Assessment Timeframe & Team

 Scope and Limitations

 Targets and Status

 Goals

 Open-Source Information Gathering

 Findings

 Observations

 Next Steps

 Questions
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Assessment Timeframe & Team

Date Activity

2023-08-29 to 2023-09-08 External Assessment

Customer Point of Contact (POC)

Dean Lewis dean.lewis@nih.org

RPT Fed Lead

Bob McNeal robert.mcneal@cisa.dhs.gov

RPT Team

Blake Rash
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Scope and Limitations

 External IP Ranges

 66 IP addresses across a single (/26) subnet (and a few 

additional systems)

 Testing Limitations

 Short timeframe - overcome by working with NINYHCD staff

 Testing assumes in-scope systems are a fair representation of 

all production systems
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Goals
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Goals

 Identify risks within the environment

 Provide an actionable report that will increase security 

posture

 Identify specific external attack vectors that can be used to 

compromise assets

 Determine extent of possible compromise utilizing existing 

vulnerabilities
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Open-Source Information

Gathering
 38 emails were scraped from various Internet sources

 37 scraped emails were identified as existing in previous 

data breaches (according to HaveIBeenPwned database)

 37 sets of credentials (emails and passwords) identified in 

the wild

 0 sets of credentials were successfully validated
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Findings
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Finding Severity Classification
Severity Description

Critical Critical vulnerabilities pose an immediate and severe risk to the environment because of the 

ease of exploit and/or potential severe impact.  Critical items will be brought to the customer’s 

attention immediately.

High Intruders may be able to exercise full control on the targeted device such as:

- Easily exploitable vulnerabilities that can lead to complete application, system and/or 

network compromise, such as an intruder having the ability to remotely administer files on a 

web server

- Severe router/firewall/server misconfigurations

- Worm, Trojan and/or backdoor detected

- Vulnerability exists that has tools readily available on the Internet to take advantage of it

- Weak passwords for remote administration and users

Medium Intruders may be able to exercise some control of the targeted device such as: 

- Disclosure of unauthorized sensitive customer information or user account information

- An intruder can obtain full read access to corporate confidential information

- Lack of basic logging and alerting capabilities

- Antivirus misconfigurations

- Untrusted networks having access to trusted networks

Low Vulnerabilities discovered and reported as item of interest, but are not normally exploitable.  

Many low items reported by security tools are not included in this report as they are often 

informational, unverified, or of minor risk.

Informational Potential weaknesses within the system that cannot be readily exploited.  These findings 

represent areas that the customer team should be cognizant of, but does not require any 

immediate action.
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Findings Overview

-- PRELIMINARY --

Medium

 Unsupported SSL/TLS Encryption Cipher

 Spear Phishing Weaknesses

Low

 Data Disclosure

Informational

 Exposed Administrative Interface

 Self-Signed Certificates
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Medium
Unsupported SSL/TLS Encryption Protocols
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Low
Data Disclosure
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Informational
Self-Signed Certificates
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Informational
Exposed Administrative Interface
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Medium
Spear Phishing Weaknesses

Payload C2 

Protocol

Border 

Protection

Host 

Protection

Linked VBScript HTA DNS Not Blocked Blocked

Linked Tikitorch HTA DNS Not Blocked Blocked

Linked Scarecrow DNS Not Blocked Blocked

Linked Encrypted Macro 

Enabled Word Document

DNS Not Blocked Blocked

Linked Encrypted (Velvet 

Sweatshop) Excel Document

DNS Not Blocked Blocked
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Medium
Spear Phishing Weaknesses

Payload C2 

Protocol

Border 

Protection

Host 

Protection

Linked Powershell HTA HTTPS Not Blocked Blocked

Linked Morph Powershell HTA HTTPS Not Blocked Blocked

Linked Sharpshooter HTA HTTPS Not Blocked Blocked

Linked Sharpshooter HTA with 

ASMI Bypass

HTTPS Not Blocked Blocked

Linked Executable HTA HTTPS Not Blocked Blocked

Linked VBScript HTA HTTPS Not Blocked Blocked

Linked Cactustorch HTA HTTPS Not Blocked Blocked

Linked Tikitorch HTA HTTPS Not Blocked Blocked

Linked Tikitorch HTA (with 3 

second delay)

HTTPS Blocked Blocked
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Medium
Spear Phishing Weaknesses

Payload C2 

Protocol

Border 

Protection

Host 

Protection

Linked Scarecrow HTTPS Not Blocked Blocked

Linked Bankai HTTPS Not Blocked Blocked

Linked Executable HTTPS Not Blocked Blocked

Linked Embedded LNK HTTPS Not Blocked Blocked



19

Medium
Spear Phishing Weaknesses

Payload C2 

Protocol

Border 

Protection

Host 

Protection

Linked Macro Enabled Word 

Document

HTTPS Not Blocked Blocked

Linked Encrypted Macro 

Enabled Word Document

HTTPS Not Blocked Blocked

Linked Encrypted Macro 

Enabled Word Document (with 3 

second delay)

HTTPS Blocked Blocked

Linked OLE Embedded Word 

Document

HTTPS Not Blocked Blocked

Linked Encrypted OLE 

Embedded Word Document

HTTPS Not Blocked Blocked

Linked Encrypted (Velvet 

Sweatshop) Excel Document

HTTPS Not Blocked Blocked
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Medium
Spear Phishing Weaknesses

Payload C2 

Protocol

Border 

Protection

Host 

Protection

Attached VBScript HTA HTTPS Blocked Blocked

Attached Tikitorch HTA HTTPS Blocked Blocked

Attached Executable HTTPS Blocked Blocked

Attached Marco Enabled Word 

Document

HTTPS Blocked Blocked

Attached Encrypted Marco 

Enabled Word Document

HTTPS Not Blocked Blocked

Attached OLE-Embedded Word 

Document

HTTPS Blocked Blocked

Attached Encrypted OLE-

Embedded Word Document

HTTPS Not Blocked Blocked

Attached Encrypted (Velvet 

Sweatshop) Excel Document

HTTPS Blocked Blocked
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Observations
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Overall Observations

 Well configured, maintained, and mature external 

environment

 Network security mechanisms routinely blocked testing activities

 Multiple network and email security mechanisms

 Use of anti-virus (MorphiSec & Windows) identified and 

prevented the execution all tested payloads

 Security appliance or service blocked the delivery of all 

messages containing malicious payloads
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Next Steps

 RPT Team

 Additional Analysis

 Draft Report to POC

 Dean Lewis

 Review & validate findings

 Action Plans to remediate, as appropriate

 Future work with DHS CISA
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Questions?
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